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PART 1

Preface

Our digital age has opened a wide array of doors for Internet users, giving us endless 
areas to explore. While there are merits to the Internet, such as easy access to 
information, one needs to exercise caution and responsibility when browsing the net. 
The Internet has made many users, especially children, vulnerable in ways that they 
were never before. From the more evident pop-up advertisements and phishing sites 
to the discreet catfishing on messaging platforms, there are many ways that one may 
encounter danger.

In this new digital era, it is important for us to educate children about the dangers of 
the Internet and how to stay safe online. This will help them to navigate their way out 
of online dangers while fully enjoying the benefits of the Internet.

But how much do children really understand about the dangers of the Internet? 
Perhaps many parents have given their children countless reminders to stay safe online, 
but before children can effectively practise what their parents preach, they need to 
first truly understand why they should. And that is due to one simple reason — the 
Internet is far from a safe haven. 

All of us leave behind a trail of digital footprints. While small pieces of information 
may seem harmless, the accumulation of such information can potentially endanger 
us. What children need to understand is that their information can easily fall into the 
wrong hands and be misused by online criminals. Without truly understanding this 
danger, it is unlikely that children will consciously and regularly practise safe online 
habits.

Hence, in this book, Project Bluetick hopes to reveal the dangers of the Internet and 
empower all to consistently remain vigilant online.
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What Went Wrong?
1 Ryan shared too much personal 

information: country, age, school, pictures 
of self, friends, and family. He also allowed 
strangers to follow his account (“Will 
follow back”).

2 Ryan talked to a stranger online and clicked on a link sent by “James” without 
much thought.

3 Ryan filled in 
his personal 
information on a 
suspicious lucky 
draw website 
(website had many 
advertisements 
and promised 
process to be free).

4 “James” constantly 
asked Ryan seemingly 
harmless questions about 
his personal life so as 
to accumulate more 
information about him.

5 “James” tried to drive a wedge between Ryan and his family by constantly 
criticising them. Doing so also encouraged Ryan to trust “James” instead of his 
family.

6 Ryan agreed to meet up with “James” in real life without considering the dangers 
of it.
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How to stay safe online:
The S.M.A.R.T. rule

Be careful about the amount of personal information you reveal 
to strangers as well as on your own online profile, such as:
1.  Name
2.  Email
3.  Phone number
4.  Home address
5.  Details of friends and family members
6.  Schedules
7.  School
And any other information that may possibly be harmful.

Such information given out may not seem to be able to do much 
harm, but the accumulation of them can be dangerous. 

S.M.A.R.T. — MEETING

: Meeting someone you have only (just) met online 
can be dangerous. However, if you really want to 
do so, we advise you to bring along a trusted adult, 
and never a friend. If unable to do so, do inform 
your parent/guardian of the time and place of the 
meeting and who you are meeting with. 

S.M.A.R.T. — SAFE
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S.M.A.R.T. — AWARE S.M.A.R.T. — RELIABILITY 

Never accept and open emails, direct messages or 
files from people you do not know or trust as they 
can be very dangerous and may contain viruses or 
nasty messages.

Not everything that is portrayed online is what it 
actually is. Always be on guard and remain careful 
when conversing with people you do not know. 

A lot of information on the Internet can be untrue - 
always be extra careful if you see things that are too 
good to be true.
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It is important that the moment your conversation 
with someone online makes you uncomfortable or 
worried, you should not hesitate to inform a parent 
or a trusted adult to prevent the situation from 
getting worse.

S.M.A.R.T. — TELL

Internet Dangers
DANGER: Phishing

Definition: 
Phishing is a method cyber criminals use to 
illegally obtain your personal and financial 
information (such as your login details, and 
your parents’ bank account numbers and 
credit card numbers). 

Red Flags: 
 The website is not secure. Its URL does not begin with “https” and there is no 

closed lock icon near the address bar.

 The website requests for confidential information. Most organisations will never 
ask for your personal information to be sent over the Internet, such as your 
NRIC, address, birthday and phone number. If you receive a message asking 
for your personal information, clarify with your parents before providing the 
information. 

 The link is not what it appears to be. The cyber criminal may use a popular 
website with a misspelling, for instance www.bankofarnerica.com - the ‘m’ is 
actually an ‘r’ and an ‘n’.

Dangers: 
After cyber criminals steal your sensitive 
information, they may use it against you. 
For example, they may use your parents’ 
credit card details to purchase goods 
online. 
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DANGER: Scams

Definition: 
Scams are dishonest activities that 
take money or other goods from an 
unsuspecting person. Online scams are 
more concerned with stealing money, 
property and information. 

DANGER: Identity Theft

Definition: 
Identity theft is when someone “steals” your 
name and personal information in order 
to commit crimes such as taking over your 
accounts or buying things online.

Red Flags: 
 You do not know the sender of the email and the email has links or attachments 

(most commonly .exe files)

 Email subject and contents do not match

 Email contains request for you to forward the message to more people, 
sometimes offering money for you to do so

 Emails or advertisements contain urgent offers (e.g. “Buy NOW”) or offers that 
are too good to be true (e.g. “You just won an iPhone from a lucky draw!”)

Scams can seem genuine at first because scammers can pose as people you know, such 
as family members or friends. However, you must remain vigilant and ensure that 
you do not click on any link or attachment that will enable scammers to have access 
to your information. If you are unsure, ask your parents to help you check the source 
of the email and ask the sender if they actually sent the email to you.

Red Flags: 
 Seeing your name or your photo in accounts that do not belong to you is an 

indication that someone else is using your name and pretending to be you. 

 Receiving summons/letters/warnings/charges for things that you did not do/
buy. This shows that someone else is making use of your account to do/buy 
things. 

Dangers: 
You could be mistaken for committing 
crimes and be held accountable for paying 
for things that you did not buy. 

Dangers: 
People with ill intentions can use 
information you provide when they are 
attempting to scam you. They may sell your 
information to others or use your parent’s 
credit card.
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DANGER: Virus

Definition: 
Viruses are softwares that copy and paste 
its own codes into the computer programs, 
causing the programs to become corrupted 
or become unusable.  

Red Flags: 
 If many people received the same email from you after you have clicked on a link, 

your computer would very likely have been infected. 

 In many cases, viruses cause a decrease in performance of the device you are 
using. For example, your computer may load much slower than normal due to 
viruses in it.  

 If your files/applications suddenly begin to crash very often or can no longer be 
opened, it is also likely that it was corrupted by the virus (the virus inserts its 
own code between the files or applications, preventing them from functioning 
normally).

DANGER: Grooming

Definition: 
Sexual grooming is an action taken by an adult 
to form a trusting relationship with a child — 
through acts of friendship and emotional support 
— with the intent of later establishing sexual 
contact with the child. The adult manipulates 
the child into a situation where the child may be 
more readily abused and simultaneously less likely 
to disclose. This action may be performed either 
online or offline, and in most cases, both.  

Red Flags: 
 When someone online appears to be particularly interested in your personal 

information and fishes for it in bite-sized pieces in ways that appears unsuspecting. 
These include your everyday schedule, interests, places you like to frequent and so 
on. This person may want to learn more information from you so as to piece together 
a more complete profile in order to build a stronger relationship with you to take 
advantage of you, or even to stalk and observe you.

 People you meet online who use flattery too often with you, give you gifts for no 
particular reason, express excessive sympathy, use intimidation to control you, or give 
sudden declarations of devotion and love. They may be trying to establish control and 
power over you.

 Someone who makes you feel pressured to do something, even though you are not fully 
comfortable with it. This person may have harmful intentions. 

Dangers: 
Groomers may attempt to manipulate and brainwash you with words or gifts in order 
to gain your fullest trust. Groomers may even try to isolate you from your friends and 
families so that you will fully depend on them. If the situation escalates, the groomer may 
even be able to convince or coerce you into doing activities that may harm you, and use 
threats or charms to ensure that you do not leave the relationship. 

Dangers: 
It can steal information about your activity 
on your computer, which can potentially 
be used against you. 
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Values

1 Responsibility: 
 We must always be responsible when uploading or posting any information 

online since this information can be used against you. It is up to you to take 
charge of your actions and stay safe online.

2 Respect: 
 Always respect yourselves and others. If someone online is making you 

uncomfortable, do not be afraid to block them. However, be careful not to be 
rude when speaking to others because there is a real person behind every online 
account. You could hurt their feelings if you are not careful with your words and 
actions. 

3 Supportive: 
 Remember to look out for one another and help someone if you think they need 

some support. Never feel ashamed or shy to ask for help when needed.

4 Alert: 
 Stay alert online and be discerning. It is important to be able to pick up red flags 

when using the Internet to prevent becoming a victim of online crimes.

5 Stay updated: 
 Ensure that your computer and antivirus software is always updated such that 

people with harmful intentions are unable to use your information. You can 
remind your parents to help you check your software if you do not know how to. 
Also, remember to stay updated by being informed of the latest online scams — 
you can ask your parents about this too.

Remember that you play the most important part in taking responsibility for your 
own safety and behaviours. But at the same time, remember that if someone does 
hack into your accounts, use your information maliciously or otherwise harm 
you online, you should not blame yourself. The fault lies on the shoulders of the 
perpetrator, not yours. You did not ask to be targeted.

How will you protect yourself online? You can continue to discuss this question with 
your parents or your peers! 

How to help your child 
stay safe online 

If a child is being groomed they may:

•	 Be very secretive, including about where they are going and what they are doing

•	 Go to unusual places to meet friends

•	 Have new things that they cannot or will not explain

•	 Become very withdrawn and anxious

•	 Receive messages such as:

 – You are the love of my life

 – I feel sorry that your parents do not seem to understand you

 – You can tell me anything, you know

 – If you don’t do what I want, I’ll do something bad to you/to   
myself

* Please note that this list is not exhaustive and the individual descriptive 
behaviour is not to be taken in isolation.

PART 3



28

2928

29PART 3PART 3

How to help your child 
stay safe online

useful in this area, as it will enable you to restrict what content is viewed and 
downloaded) even after he has logged off from the computer, and you can also 
more easily manage the amount of time he spends online.

– For younger children, consider not availing the password for downloads of 
apps as that will prevent the unfettered installation of apps. For teenagers, 
ensure that your child has a strong password with at least one number, symbol 
and capital letter, such that others with malicious intent cannot easily retrieve 
their personal information. 

– Curate the apps or mobile applications to ensure that it does not contain 
unsavoury or age-inappropriate content.

3  Constantly remind your children about staying safe online
– Remind your children not to use open Wi-Fi, especially at cafes, airports and 

public spaces in general. They should only use the Wi-Fi if there is a password 
and is encrypted. This will ensure that your data cannot be used by any trained 
malicious individuals. 

– Remind your children not to open any links or attachments in emails without 
knowing what they could be and ensuring that the website or programme is 
safe. Discretion must always be observed, even if the email is sent by a friend or 
family member as hackers sometimes pose as others when sending out viruses.

– Remind your child about the importance of online discernment- that not 
everything they see or read on the Internet is true. You could educate them 
about the importance of applying critical thinking and analysis to find out 
whether the information is true or whether the source is reliable. Many emails 
or websites claim that we have won prizes and use the information we provide 
to exploit netizens. 

– Remind your child to review their privacy and security settings on social media 
such as Facebook or Instagram. Make sure that their account is private such 
that strangers on the Internet cannot access anything they share, and teach 
them not to accept friend requests from people they do not know.

– Remind your children never to give out too much personal information 
online such as their full name, address, phone number, birthdate, school and 
schedules. In the digital age, we are prone to sharing details from our lives 
online but we should only do so with people we are comfortable with, and 
never with a stranger we have just met online.

1 Change your computer settings
– To prevent or minimise attack by viruses, ensure that your home computer has 

the firewall turned on. This will prevent unauthorised applications, programs 
and services from accepting incoming connections. Remember to disable 
downloads from the Internet from untrusted websites. This can be done in 
system preferences using a Macbook, or the Internet options in the control 
panel for a Windows computer.

– Download anti-virus software in computers. 

– For your child to be safe from scams, help your child download softwares or 
extensions that block advertisements. These can be found on the Chrome Web 
Store, Internet Explorer and Safari. These softwares ensure that scam adverts 
and all untrusted websites will be blocked.

– Keep your computer software up to date to ensure that all the bugs are fixed 
and cannot be exploited by hackers to get your information.

– Adjust any parental controls in system preferences to ensure that your child 
cannot venture to any unauthorised websites. 

2 Keep an eye on your children
– Place the computer in a family area of the home (such as the living room, 

rather than their bedroom). This way, you can monitor your child’s Internet 
activities and what he posts online and who he is in contact with (so that you’ll 
know if your child starts receiving inappropriate messages from an online 
predator or his/her peers)

– Not allowing your child to have his/her own computer, but rather allowing 
him to use a shared family computer, which he is not permitted to modify 
or upload data onto without your permission. This way, you can monitor 
and manage your child’s Internet activities (an Internet content filter is most 
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– Educate your child on the common red flags of cyber crimes. For instance, red 
flags that indicate a message is a scam include:

a. Spelling errors and poor grammar in the message

b. Feigned sense of urgency (e.g. your account will be deleted in 24 hours)

c. Sender’s email address is spoofed

– Remind your children that safety is a right and a responsibility. They do not 
have to subject themselves to disrespectful language, images and/or behaviours 
online. At the same time, they should exercise care in the use of mobile device 
messaging – once sent, the message cannot be clawed back. This is especially 
because of how contexts of a message can be misread or misinterpreted. 

4  Most importantly, be good role models
– Actions speak louder than words. The example set by parents for their children 

through their actions is very important. This is because young children often 
follow in their parents’ footsteps, and of course, if parents do not practice what 
they preach, then it would not appeal to the children to heed their advice. 
Hence, it is crucial that parents lead by example for their children to learn and 
follow, so that children can effectively cultivate safe online habits from a young 
age. 

– Inculcation of positive values at home is also important. Such values include 
respect and responsibility for self and others. We need to educate our young to 
take ownership of their own safety whether it is online or offline. 

– Reduce screen time habits to include other activities like cycling, going for 
outings or other interests to create more parent-child bonding time. 

– Speak to your children about this topic, and help cultivate an environment that 
encourages your children to confide in you should such they fall victim to such 
crimes. 

What should you do 
if your child is a victim 

of online crimes?

If your child is a victim of cyber crimes, take legal action:

–  Do not delete the email or data evidence from the computer. 

–  Note down the date/time of the crime that happened.

–  Keep a log of all online sessions or print them out.

–  If this is a phishing case, save any email your child may have received

–  Seek the police’s assistance immediately at the nearest Neighbourhood Police 
Centre

Should your child require assistance, you may wish to reach out to organisations 
that can provide help regarding cyber wellness issues, such as TOUCH Cyber 
Wellness, Help123 or Fei Yue Community Services.
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How can you help 
other parents?

Other than educating your children on the dangers of the Internet and how to 
stay safe online, you can also play a part by passing this knowledge on to other 
parents. To cultivate a safer online community, it is paramount for this message to 
be as widespread as possible. If everyone plays their part by practising safer online 
habits, there will be a decrease in cyber crimes in time to come.

Organisations that can 
offer help

* TOUCH Cyber Wellness – for help on a range of cyber wellness issues 

 Phone: 1800 377 2252   |   Email: cyberwellness@touch.org.sg

* Fei Yue Community Services – for practical and emotional guidance for youth

 Phone: 6422 1599   |   Email: project180@fycs.org

 Offers online counselling services for secondary school aged children: 

 www.ec2.sg

* Help123 – hotline for youth cyber wellness issues 

 Phone: 1800 6123 123   |   Email: hello@help123.sg

* Tinkle Friend – hotline for primary-school aged children 

 Phone: 1800 2744 788

* AWARE’s SACC (Sexual Assault Crisis Centre) – for counselling, legal advice 
for sexual harassment and assault, and assistance in courts and police cases

 Phone: 6779 0282   |   Email: sacc@aware.org.sg
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